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�?P  4/2568 
N%APอ�  �@%%?�1@ค/@##?P�ค��'อ�"?$�อ��@%QหO�%>�@%�@��@%N�>�O'>�@%�ํ@%>N�>���อB��%�์Nค'APอ��?P  

2ํ@ห%?�2�@�?��@%N�>� 
 

 

1. Nหต@"ลQ��@1ออ�!1>�@0   

�ั��B�?�N�คP�P'$?2@%2�N�0  (Information  Technology  :  IT)  #?���@�2ํ@ค?�2ํ@ห%?�
�@%�ํ@N�>��B%�>��อ�2�@�?��@%N�>�  P�$N� @>�@%QหO�%>�@%�@��@%N�>�O'>�@%�ํ@%>N�>��N@�Oอ� '>Nค�?�
�อ�2�@�?��@%N�>�O�N�COQ�O�%>�@%�?PN�็��Bคค'�%%#�@��อB��%�์Nค'APอ��?P  (�%>�@%  Mobile  Banking)  
�?P#?�@%Q�O�@�N >P#�@Q�อ$N@�%/�N%O/  O'>$?�ค��$@$�?/อ$N@��NอN�APอ�  ��>N�?$/�?��@%QหO�%>�@%  Mobile  
Banking  �O�ํ@#@�@P�ค/@#N2?P$��@�"?$คB�ค@#�@�R�N�อ%์  (cyber  threat)  O'>"?$�B�%>��@��@%N�>�  
(fraud)  �?P#?�@%�%?�N�'?P$�%C�O��O'>Q�ON�ค�>ค/>�?�@%�?P�?��Oอ�#@��@Q�  อ?�อ@�2%O@�ค/@#N2?$ห@$ 
�Nอ�COQ�O�%>�@%Q�/��/O@�  2N��'�%>���Nอค/@#�N@N�APอ�Aอ�อ�%>��2�@�?��@%N�>�O'>%>���@%�ํ@%>N�>�
�อ��%>N�0   

��@ค@%OหN��%>N�0R�$�%>ห�?��@�ค/@#2ํ@ค?�Q��@%�Oอ��?�"?$�B�%>��?��'N@/  �@�R�Oออ�
�%>�@0ห'?�N���์�@%%?�1@ค/@##?P�ค��'อ�"?$�อ��@%QหO�%>�@%�@��@%N�>�O'>�@%�ํ@%>N�>� 
��อB��%�์Nค'APอ��?P  N APอ$�%>�?��@%QหO�%>�@%  Mobile  Banking  QหO#?#@�%�@��?Q��Pํ@�?P�ํ@N�็�
2ํ@ห%?��@%QหO�%>�@%�@��@%N�>�O'>�@%�ํ@%>N�>���Oอ� '>Nค�?��อ�2�@�?��@%N�>�QหON�็�R�อ$N@��'อ�"?$ 
N�N@�?�ค/@#N2?P$��@�"?$คB�ค@#�@�R�N�อ%์O'>"?$�B�%>��@��@%N�>��?P#?�@%2/#%อ$�ํ@�B%�%%# 
O���COQ�O�%>�@%  (Unauthorized  Payment  Fraud) 

2. อํ@�@�ต@/�ฎห/@0 
อ@0?$อํ@�@��@#ค/@#Q�#@�%@  39  O'>#@�%@  41  OหN� %>%@��?��?�>�B%�>�2�@�?��@%N�>�  

 .0.  2551  ��@ค@%OหN��%>N�0R�$ออ�ห'?�N���์�@%%?�1@ค/@##?P�ค��'อ�"?$�อ��@%QหO�%>�@%
�@��@%N�>�O'>�@%�ํ@%>N�>���อB��%�์Nค'APอ��?P 2ํ@ห%?�2�@�?��@%N�>��Aอ��>�?�>�@#�?P�ํ@ห�� 
Q��%>�@0��?��?Q 
3. O�/�P0 @0ท?N0�Nล>� 

3.1 O�/�P$�@$  N%APอ�  �@%%?�1@ค/@##?P�ค��'อ�"?$�อ��@%QหO�%>�@%�@��@%N�>� 
O'>�@%�ํ@%>N�>���อB��%�์Nค'APอ��?P  (Guiding  Principles  for  Mobile  Banking  Security)  �@#ห�?�2AอN/?$�
��@ค@%OหN��%>N�0R�$  �?P  ���.���.(01)  /.  1922/2562  '�/?��?P  27  �?�/@ค#  2562 

3.2 �Oอ  1.2  �Oอ  1.4  O'>�Oอ  1.6  Q�Nอ�2@%O��  2  �อ�O�/�P$�@$�@%�%>ห@%
�?��@%"?$�B�%>��@��@%�ํ@�B%�%%#�@��@%N�>�  ��?�'�/?��?P  29  #?�@ค#  2566   

หนา  ๗๕
เลม   ๑๔๒ ตอนพิเศษ   ๕๕     ง ราชกิจจานุเบกษา ๗   กุมภาพันธ   ๒๕๖๘



4. �อ N�ต�@1 ?�ค? Q�้ 

�%>�@0��?��?QQหOQ�O�?�ค?��?�2�@�?��@%N�>��@#��ห#@$/N@�O/$�B%�>�2�@�?��@%N�>��B�OหN�   
5. N�?Oอห@ 

5.1 คํ@�ํ@�?�ค/@# 
 Q��%>�@0��?��?Q 
 �อB��%�์Nค'APอ��?P�  ห#@$ค/@#/N@  อB��%�์อ>N'O��%อ�>�2์O�� � @�@P�#?ค/@#2@#@%�

Q��@%N�APอ#�Nอ�?�อB��%�์อAP�  N APอ%?�ห%Aอ2N��Oอ#C'�@��@%N�>�  �@%�ํ@%>N�>�  ห%Aอคํ@2?P��@%�ํ@%>N�>�
�N@�%>��Nค%Aอ�N@$P�%ค#�@ค#R%O2@$ห%AอP�$อ@0?$ค'AP�O#NNห'O�R!!O@N�็�2APอ�'@� 

 �2�@�?��@%N�>��  ห#@$ค/@#/N@  2�@�?��@%N�>��@#��ห#@$/N@�O/$�B%�>�2�@�?��@%N�>� 

 ��COQ�O�%>�@%�  ห#@$ค/@#/N@  �Bคค'�%%#�@�?PQ�O�%>�@%�@��@%N�>�O'>�@%�ํ@%>N�>�
�N@��%>�@%  Mobile  Banking  ��อB��%�์Nค'APอ��?P 

 ��%>�@%  Mobile  Banking�  ห#@$ค/@#/N@  �@%QหO�%>�@%�@��@%N�>�O'>�@%�ํ@%>N�>� 

�N@�Oอ� '>Nค�?��อ�2�@�?��@%N�>��?P#?�@%QหO�%>�@%O�N�COQ�O�%>�@%��อB��%�์Nค'APอ��?P  �@P�QหO�%>�@%
�อ�N�>�  Pอ�N�>�  ห%Aอ�@%�ํ@%>คN@2>�คO@O'>�%>�@%  อ$N@�Q�อ$N@�ห�@P� 

 ��@%2/#%อ$�ํ@�B%�%%#O���CO Q�O�%>�@%  (Unauthorized  Payment  Fraud)�  

ห#@$�@�  "?$�B�%>��@��@%N�>��?PN�>��@Q��@��@%�?P�COอAP�2/#%อ$�ํ@�B%�%%#O���COQ�O�%>�@%P�$�B�%>�   

P�$�?P�COQ�O�%>�@%R#NR�OQหOค/@#$>�$อ#  N�N�  �%�?�COR#N�%>2�ค์�?�>��?Q�  malware  ��อB��%�์Nค'APอ��?P
�อ��COQ�O�%>�@%  �ํ@QหO2@#@%�N�O@�@�ห%Aอค/�คB#อB��%�์Nค'APอ��?PO'>Oอ� '>Nค�?�  O'>2/#%อ$ 
�ํ@�B%�%%#�N@��?��?�อ��COQ�O�%>�@%P�$R#NR�O%?�อ�B�@�   

5.2 ห'?��@% 
 2�@�?��@%N�>��?PQหO�%>�@%  Mobile  Banking  ��อB��%�์Nค'APอ��?P#?ห�O@�?P�Oอ��>��@#

�CO'O'>�%?��%B�%>���@�O'>�%>�@%  Mobile  Banking  QหO#?ค/@##?P�ค��'อ�"?$�@##@�%�@�2@�'  

N�N@�?�"?$คB�ค@#�@�R�N�อ%์O'>"?$�B�%>�%C�O��Qห#N�?P#?N�ค�>ค�?��Oอ��@Q�  ค%อ�ค'B#�?Q�Q�2N/��อ�
%>���@%QหO�%>�@%�อ�2�@�?��@%N�>�  O'>ค/@##?P�ค��'อ�"?$�อ�อB��%�์Nค'APอ��?P�อ��COQ�O�%>�@%   

5.3 ห'?�N���์�@%%?�1@ค/@##?P�ค��'อ�"?$�อ��@%QหO�%>�@%�@��@%N�>�O'>�@%�ํ@%>N�>�
��อB��%�์Nค'APอ��?P 

 ห'?�N���์�@%%?�1@ค/@##?P�ค��'อ�"?$�อ��@%QหO�%>�@%�@��@%N�>�O'>�@%�ํ@%>N�>�
��อB��%�์Nค'APอ��?P  �%>�อ��O/$#@�%�@%  2  2N/�  R�OO�N  (1)  �@%�Oอ��?��@%2/#%อ$�ํ@�B%�%%#
O���COQ�O�%>�@%  (Unauthorized  Payment  Fraud)  O'>  (2)  �@%%?�1@ค/@##?P�ค��'อ�"?$ 
�อ��%>�@%  Mobile  Banking  �?��?Q   

หนา  ๗๖
เลม   ๑๔๒ ตอนพิเศษ   ๕๕     ง ราชกิจจานุเบกษา ๗   กุมภาพันธ   ๒๕๖๘



 5.3.1 �@%�Oอ��?��@%2/#%อ$�ํ@�B%�%%#O���COQ�O�%>�@%   
   2�@�?��@%N�>��Oอ�#?�@%�Oอ��?��@%2/#%อ$�ํ@�B%�%%#O���COQ�O�%>�@%   

P�$อ$N@��Oอ$�Oอ��ํ@N�>��@%  �?��NอR��?Q 
   (1) ��N/O��@%O��'>��์�N@��Nอ��@��Oอค/@#2?Q�  (SMS)  O'>�Nอ��@�อ?N#'  

O�N2ํ@ห%?��%�?�Nอ��@�2APอ2?�ค#ออ�R'�์  (social  media)  QหO2�@�?��@%N�>���O��'>��์N� @>�?P#? 
�@%�อ�Oอ#C'Q��@%$A�$?��?/��  ห%Aอ�Oอ#C'2N/��Bคค'  N�N�  �APอ�COQ�O�@�  %ห?2�N@�  %ห?2Q�Oค%?Q�N�?$/  
(one  time  password  -  OTP)  %ห?2  PIN  ห#@$N'��?�%�%>�@����  /?�N�Aอ��?N�>�  N APอ�Oอ��?�
�@%2/#%อ$N�็�2�@�?��@%N�>�  �@%�อQหON�>�N�$�Oอ#C'2ํ@ค?�  (social  engineering)  ห%Aอ�@%�C��>��?Q�  
mobile  malware   

    อ$N@�R%�O�?  2�@�?��@%N�>�2@#@%�O��'>��์�N@��?Q�  3  �Nอ��@��?��'N@/R�O  
ห@��COQ�O�%>�@%�ํ@N�>��@%%Oอ��อNอ�  P�$2�@�?��@%N�>�2@#@%�O��'>��์R�ON�็�%@$ค%?Q�   %Oอ#�?Q� 
�Oอ�#?�@%2APอ2@%$Qํ@QหO�COQ�O�%>�@%�%@�/N@�@%2N�'>��์�?��'N@/N�็��%�?N� @>�@#คํ@%Oอ��อ�อ��COQ�O�%>�@%
N�็�%@$ค%?Q�N�N@�?Q�   

   (2) #?�%>�/��@%�>��@#O'>%?�#Aออ$N@��?��@%�์�NอOอ� '>Nค�?��?P�'อ#O�'� 
ห%AอOอ�อO@�N�็�Oอ� '>Nค�?��อ�2�@�?��@%N�>��?PQหO�%>�@%  Mobile  Banking  Q�O '�!อ%์# 
�?PN�็��@��@%�อ��COQหO�%>�@%�@/�์Pห'�Oอ� '>Nค�?�  (official  app  store)  N�N�  Google  Play  Store   
Apple  App  Store  %/#�?Q�#?�%>�/��@%%?�#AอO'>�อ�2�อ�อ$N@�Nห#@>2#O'>�?��@%�์2ํ@ห%?�
Oอ� '>Nค�?��'อ#O�'��?Pอ$CN�อ�O '�!อ%์#�?��'N@/  N APอ'�ค/@#N2?P$��?P�COQ�O�%>�@%�>ห'�N�APอ 
O'>N�>�N�$�Oอ#C'2ํ@ค?�  �C��>��?Q�  malware  ห%Aอ�C��>��?Q�Oอ� '>Nค�?��'อ# 

   (3) �ํ@�?��@%Q�O�%>�@%  Mobile  Banking  �อ��COQ�O�%>�@%R/ON ?$�  1  �?��?
�COQ�O�@��Nอ  1  �%>�@%  Mobile  Banking  �อ�O�N'>2�@�?��@%N�>�  O'>�ํ@�?��@%Q�O�%>�@%�?��'N@/
P�$QหOQ�O�@���  1  อB��%�์Nค'APอ��?P�อ��COQ�O�%>�@%N�N@�?Q� 

   (4) �Oอ��?�QหO#?�%>�/��@%$A�$?��?/���COQ�O�%>�@%N >P#N�>#Q��?Q��อ� 
�@%�ํ@�B%�%%#�N@��%>�@%  Mobile  Banking  ��อB��%�์Nค'APอ��?P  P�$Q�ON�คP�P'$?N�%?$�N�?$�Q�ห�O@  
(face  comparison)  %N/#�?��@%�%/��?��@%�'อ#O�'��?/#>�>  (presentation  attack  detection)  
�?P2@#@%��Oอ��?��@%Q�O%C�"@   />�?Pอ  ห%Aอ�@%�'อ#O�'��?/#>�>Q�%C�O���N@� N  R�O  N�N�  �@%Q�O
N�คP�P'$?  liveness  detection  N APอQหO#?P�Q�/N@�COQ�O�%>�@%N�็��CO�ํ@�B%�%%#�O/$��Nอ�  �@P��Oอ��?�QหO#?
�%>�/��@%$A�$?��?/���COQ�O�%>�@%N >P#N�>#�?��'N@/อ$N@��Oอ$Q��%�?  �?��NอR��?Q 

    (4.1) �@%�ํ@�B%�%%#Pอ�N�>�Q�O�N'>ค%?Q�#?#C'คN@�?Q�O�N  50,000  �@�
�@Q�R�  ห%Aอ 

    (4.2) �@%�ํ@�B%�%%#Pอ�N�>�#C'คN@%/#�?�  ค%��B�  200,000  �@�  
Q�%อ�%>$>N/'@  1  /?�  ห%Aอ 

หนา  ๗๗
เลม   ๑๔๒ ตอนพิเศษ   ๕๕     ง ราชกิจจานุเบกษา ๗   กุมภาพันธ   ๒๕๖๘



    (4.3) �@%�%?�N >P#/�N�>��@%�ํ@�B%�%%#Pอ�N�>��Nอ/?�  QหO2@#@%�Pอ�R�O 
�?Q�O�N  50,000  �@��@Q�R� 

    �?Q��?Q  �%�?�?P�COQ�O�%>�@%#?�Oอ�ํ@�?�Q��@%Q�ON�คP�P'$?N�%?$�N�?$�Q�ห�O@   
(face  comparison)  N�N�  N�็�ค� >�@%�@�2@$�@  2�@�?��@%N�>�อ@� >�@%�@��N/O��@%$A�$?��?/�� 
N >P#N�>#�@#�?P�ํ@ห���O@��O�R�O  P�$�Oอ�#?O�/�@�'�ค/@#N2?P$���O��  ห%Aอ�%�?�@%�ํ@�B%�%%# 
�?P#?ค/@#N2?P$��Pํ@  N�N�  �@%�ํ@�B%�%%#Pอ�N�>�%>ห/N@��?��?��Nอ�  �@%�ํ@�B%�%%#Pอ�N�>��%>�ํ@
อ?�P�#?�>  (automatic  recurring  transfer)  �?PR�O$A�$?��?/��R�O'O/Q�ค%?Q�O%�  2�@�?��@%N�>� 
อ@� >�@%�@��N/O��@%$A�$?��?/��N >P#N�>#�@#�?P�ํ@ห���O@��O�R�O 

   (5) �ํ@ห��N �@�/�N�>�2C�2B��Nอ/?�2ํ@ห%?��B%�%%#�อ�N�>�ห%AอPอ�N�>� 
�N@��%>�@%  Mobile  Banking  QหONห#@>2#�?�%>�?�ค/@#N2?P$��อ��'BN#�COQ�O�%>�@%  N APอ'�ค/@#N2?$ห@$ 
N#APอ�COQ�O�%>�@%��N�็�Nห$APอ  ห%Aอ�C�Q�ON�็�Nค%APอ�#AอQ��@%�B�%>�  N�N�  �%�?�'BN#�COQ�O�%>�@%�?Pอ@$B�Pํ@�/N@  
15  �?  QหO�ํ@ห��/�N�>�2C�2B��อ��@%�ํ@�B%�%%#�อ�ห%AอPอ�N�>�%/#�?�R#NN�>�  50,000  �@��Nอ/?�  
N�็��O� 

    �?Q��?Q  2�@�?��@%N�>�2@#@%�Q�OO�/�@�ห%Aอ�Oอ�ํ@ห���?PR�O�?��ํ@%N/#�?�
(industry  standard)  #@Q�O�%>�อ��@%�?�%>�?�ค/@#N2?P$�  ห%Aอ�ํ@ห��N �@�/�N�>�2C�2B��อ��'BN#
�COQ�O�%>�@%R�O  O'>Q��%�?�?P�COQ�O�%>�@%�อ$�N/O��@%�ํ@ห��/�N�>��@#�'BN#ค/@#N2?P$��?P�ํ@ห��R/O  
2�@�?��@%N�>��Oอ�#?�%>�/��@% >�@%�@�@%�อ$�N/O��?P�?�N��O'>%?��B#�O/$ 

 5.3.2 �@%%?�1@ค/@##?P�ค��'อ�"?$�อ��%>�@%  Mobile  Banking 
   2�@�?��@%N�>��Oอ��ํ@ห��QหO#?�@%%?�1@ค/@##?P�ค��'อ�"?$Oอ� '>Nค�?� 

�?PQหO�%>�@%  Mobile  Banking  "@$Q�O�%อ�ห'?��@%�?P2ํ@ค?�  คAอ  (1)  �@%%?�1@ค/@##?P�ค��'อ�"?$
�อ��Oอ#C'  (2)  �@%%?�1@ค/@##?P�ค��'อ�"?$�อ�Oอ� '>Nค�?�  O'>  (3)  �@%%?�1@ค/@##?P�ค�
�'อ�"?$�อ�อB��%�์Nค'APอ��?P  N APอ�Oอ��?�ค/@#N2?P$��@�"?$คB�ค@#�@�R�N�อ%์O'>"?$�B�%>� 
�@��@%N�>��?P2N��'�%>���Nอ�COQ�O�%>�@%O'>ค/@#N�APอ#?P��Nอ%>��2�@�?��@%N�>�  �?��?Q 

   (1) �@%%?�1@ค/@##?P�ค��'อ�"?$�อ��Oอ#C' 
    2�@�?��@%N�>��Oอ�%?�1@ค/@#'?�O'>ค/@#�'อ�"?$�อ��Oอ#C'2ํ@ค?�

�อ��COQ�O�%>�@%อ$N@�%?��B#  N APอ�Oอ��?��Oอ#C'2ํ@ค?��อ��COQ�O�%>�@%%?P/Rห'  ห%Aอ�C�N�'?P$�O�'�O�OR�   
�?Q���>�?�N�O�  O2���'  O'>%?� - 2N��Oอ#C'%>ห/N@�อB��%�์Nค'APอ��?P�อ��COQ�O�%>�@%O'>%>���@� 
�อ�2�@�?��@%N�>�  P�$�Oอ��ํ@N�>��@%อ$N@��Oอ$  �?��?Q 

    (1.1) ห'?�N'?P$��@%�?�N�O��Oอ#C'2ํ@ค?�R/OQ�อB��%�์Nค'APอ��?P  N�N�  
�Oอ#C'�?PQ�O$A�$?��?/��  �Oอ#C'2N/��Bคค'  P�$ห@��ํ@N�็��Oอ��?�N�O��Oอ#C'�?��'N@/  �Oอ�#?�%>�/��@%
%?�1@ค/@#�'อ�"?$�?P%?��B#  P�$อ$N@��Oอ$2�@�?��@%N�>��Oอ�N�O@%ห?2�Oอ#C'  (data  encryption)  
�O/$/>�?�@%�?P�'อ�"?$�@##@�%�@�2@�'  O'>�ํ@'@$�Oอ#C'N#APอ2>Q�2B��@%Q�O�@��Oอ#C' 

หนา  ๗๘
เลม   ๑๔๒ ตอนพิเศษ   ๕๕     ง ราชกิจจานุเบกษา ๗   กุมภาพันธ   ๒๕๖๘



    (1.2) Oอ� '>Nค�?��อ�2�@�?��@%N�>��Oอ�O2���'�Oอ#C'2ํ@ค?�  
(sensitive  information)  �อ��COQ�O�%>�@%N�N@�?P�ํ@N�็�O'>N�็�R�อ$N@�%?��B#  P�$อ$N@��Oอ$�Oอ��>��?�
�@%O2���Oอ#C'%ห?2�N@�  O'>�>��?�ห�O@�อN#APอ$NอOอ� '>Nค�?�  (application  blurring) 

    (1.3) Q�O�Nอ��@�2APอ2@%�?P�'อ�"?$  (secure  protocol)  O'>$A�$?��?/��
�O/$N�ค�>ค  certificate  pinning  ห%Aอ/>�?อAP��?PN�?$�N�N@  %/#�?Q��Oอ��ํ@N�>��@%N�O@%ห?2�Oอ#C'2ํ@ค?� 
Q�%>�?�Oอ� '>Nค�?�  (application  layer)  Q��@%%?� - 2N��Oอ#C'  N APอ�Oอ��?��@%�C��?��?�ห%AอO�OR� 
N�'?P$�O�'��Oอ#C'%>ห/N@��@%%?�2N�  (man  in  the  middle  attack) 

   (2) �@%%?�1@ค/@##?P�ค��'อ�"?$�อ�Oอ� '>Nค�?� 
    2�@�?��@%N�>��Oอ��>��@#�CO'O'>�%?��%B�Oอ� '>Nค�?�QหO#?ค/@##?P�ค�

�'อ�"?$�@##@�%�@�2@�'O'>N�N@�?�"?$คB�ค@#%C�O��Qห#Nอ$CNN2#อ  P�$�Oอ��ํ@N�>��@%อ$N@��Oอ$  �?��?Q   
    (2.1) Oอ� '>Nค�?��อ�2�@�?��@%N�>��Oอ��อ2>��>N�O@�@��%? $@�% 

ห%Aอ�%>�@%��อB��%�์Nค'APอ��?P�อ��COQ�O�%>�@%  (application  permission)  N�N@�?P�ํ@N�็�  O'>#?�@%
���/��@%�อ2>��>�?��'N@/�B�ค%?Q��?P#?�@%N�'?P$�O�'�Oอ� '>Nค�?�อ$N@�#?�?$2ํ@ค?�  N APอ�Oอ��?� 
�@%'>N#>�2>��>ค/@#N�็�2N/��?/�อ��COQ�O�%>�@%  %/#�@�N�็��Nอ�Pห/N�?Pอ@��C�Q�OP�$�COอAP��?P�%>�ํ@�@% 
P�$�B�%>� 

    (2.2) R#N QหO�%>�@%��Oอ� '> Nค�?�N/อ%์�?�N�N@�?Pอ@�#?�Nอ�Pห/N   
O'>อ@��ํ@QหON�>�ค/@#N2?P$�Q��@%2/#%อ$�ํ@�B%�%%#O���COQ�O�%>�@% 

    (2.3) �%/�2อ��@%N�'?P$�O�'�O�OR�Oอ� '>Nค�?��B�ค%?Q�Q��?��? 
�?P�CO Q�O�%>�@%N�O@Q�O�@�  (anti-tampering)  O'>R#Nอ�B�@�QหO�CO Q�O�%>�@%Q�O�@�Oอ� '> Nค�?� 
�?P�C�N�'?P$�O�'�O�OR�  N APอ�Oอ��?�R#NQหO�Oอ#C'�COQ�O�%>�@%%?P/Rห'ห%AอN�>�ค/@#N2?$ห@$�@�Oอ� '>Nค�?�
�?P#?�@%�?�O�'�O�OR�  N�N�  �@%�ั�  malicious  code 

    (2.4) �?��@%�@%N�APอ#�Nอ%>ห/N@�คอ# >/N�อ%์  (session)  QหO�'อ�"?$  
N APอ�Oอ��?��@%2/#%อ$N�O@Q�O�@�P�$R#NR�O%?�อ�B�@�  (session  hijacking) 

    (2.5) �Oอ��?�  source  code  �อ�Oอ� '>Nค�?�R#NQหOอ$CNQ�%C�O�� 
�?PอN@�N�O@Q�P�$�N@$  N�N�  �@%�ํ@  source  code  obfuscation  N APอ'�ค/@#N2?P$��?P�COR#N�%>2�ค์�?
2@#@%�N�O@�@�O'>�ํ@�@%N�'?P$�O�'�O�OR�  source  code  R�O 

   (3) �@%%?�1@ค/@##?P�ค��'อ�"?$�อ�อB��%�์Nค'APอ��?P 
    2�@�?��@%N�>��Oอ�QหO�%>�@%  Mobile  Banking  Q�2"@ O/�'Oอ#  

�อ�อB��%�์Nค'APอ��?P�?P�'อ�"?$  N APอ'�ค/@#N2?P$��?P�COR#N�%>2�ค์�?�%>�ํ@�@%�B�%>�P�$อ@0?$�Nอ�Pห/N
�อ�%>����>�?�>�@%N�O@�@�  Mobile  Banking  O'>�?��?�อ��COQ�O�%>�@%  P�$�Oอ��ํ@N�>��@%อ$N@��Oอ$  
�?��?Q   
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    (3.1) R#Nอ�B�@�QหOOอ� '>Nค�?��อ�2�@�?��@%N�>�Q�O�@���อB��%�์
Nค'APอ��?P�?P�%/� �/N@#?�@%N�>�2>��>QหON�O@�@�%>����>�?�>�@%  (rooted/jailbroken)   

    (3.2) R#Nอ�B�@�QหOOอ� '>Nค�?��อ�2�@�?��@%N�>��ํ@�@���อB��%�์
Nค'APอ��?PQ���>�?P#?Oอ� '>Nค�?�อAP��ํ@'?��ํ@�@�O'>#? &�>�%%#�@%�ํ@�@��?PN2?P$��>�NอQหON�>��@%2/#%อ$
�ํ@�B%�%%#O���COQ�O�%>�@%  N�N�  Oอ� '>Nค�?��?P�อ2>��>�N/$Nห'Aอค� >�@%  (accessibility  services)  
P�$R#N�ํ@N�็�  Oอ� '>Nค�?��?P2@#@%�ค/�คB#อB��%�์Nค'APอ��?P�@�%>$>R�'R�O  (remote  control)  
Oอ� '>Nค�?��?P#?�@%�>��?�ห%Aอ�P#$�Oอ#C'�?PO2����ห�O@�อ�อ��COQ�O�@�  N APอ'�ค/@#N2?P$��?POอ� '>Nค�?�
�อ�2�@�?��@%N�>��>�C�ค/�คB#ห%AอN�O@�@�P�$  malware  �?P#?�@%�>��?Q���อB��%�์Nค'APอ��?P 

    (3.3) ห'?�N'?P$��@%QหO�%>�@%  Mobile  Banking  �อ�2�@�?��@%N�>�
��อB��%�์Nค'APอ��?P�?PQ�O%>����>�?�>�@%�?Pห�N/$�@��O@�ค/@##?P�ค��'อ�"?$�?PN�็��?P$อ#%?�  N�N�  
Thailand  Banking  Sector  Computer  Emergency  Response  Team  (TB-CERT)  �ํ@ห��/N@ 
#?ค/@#N2?P$��Nอ�@%�C�P�#�?�@�R�N�อ%์  ห%Aอ�@%2/#%อ$�ํ@�B%�%%#O���COQ�O�%>�@%   

      �%�?2�@�?��@%N�>�#?�@%QหO�%>�@%��อB��%�์Nค'APอ��?P�?PQ�O
%>����>�?�>�@%�?P#?ค/@#N2?P$��Nอ�@%�C�P�#�?�@�R�N�อ%์  ห%Aอ�@%2/#%อ$�ํ@�B%�%%#O���COQ�O�%>�@%  
2�@�?��@%N�>��Oอ��?�QหO#?O�/�@��@%ค/�คB#ค/@#N2?P$�N >P#N�>#  P�$�@%O�O�N�Aอ��@�ค/@#N2?P$� 
�@��%�?�?��'N@/  %/#�?Q��ํ@�?�/�N�>��@%�ํ@�B%�%%#�อ��'BN#�COQ�O�%>�@%�?��'N@/QหO�ํ@�B%�%%#Pอ�N�>�R�O
R#NN�>�/?�'>  5,000  �@� 

    �?Q��?Q  2�@�?��@%N�>��Oอ��>��@#O'>�%?��%B��@%%?�1@ค/@##?P�ค��'อ�"?$ 
�อ��@%QหO�%>�@%  Mobile  Banking  QหON�N@�?�"?$คB�ค@#�@�R�N�อ%์O'>"?$�B�%>�%C�O��Qห#N   
N�็�R��@##@�%�@�2@�'อ$N@��NอN�APอ�  P�$�%�?�?P ��Nอ�Pห/NQห#N  2�@�?��@%N�>��Oอ�N%N��ํ@N�>��@%
QหO#?O�/�@��Oอ��?�  N APอ�>��Nอ�Pห/N"@$Q��%อ�N/'@�?PNห#@>2#  ห%Aอ�ํ@N�>��@%QหOO'O/N2%O� 
"@$Q�%>$>N/'@�?P��@ค@%OหN��%>N�0R�$�ํ@ห�� 

5.4 �@%�อ�Nอ��?��@%��>�?�>�@#ห'?�N���์ 
 �%�?�?P2�@�?��@%N�>�#?Nห�B�ํ@N�็�ห%Aอ &�>�@%�์ >N01�?PR#N2@#@%���>�?�>�@#ห'?�N���์ 

�?P�ํ@ห��Q��%>�@0��?��?QR�O  QหO$AP��อ�Nอ��?�N�็�%@$�%�?�Nอ��@ค@%OหN��%>N�0R�$ %Oอ#O2��
Nห�B�'ค/@#�ํ@N�็�O'>O���@%�ํ@N�>��@%N APอQหO2@#@%���>�?�>�@#ห'?�N���์�?P�ํ@ห��R�O�NอR�  �?Q��?Q  
��@ค@%OหN��%>N�0R�$�> >�@%�@QหOO'O/N2%O�"@$Q�  30  /?��ํ@�@%  �?�O�N/?��?PR�O%?�คํ@�อ 
O'>Nอ�2@%�C��Oอ�ค%��O/�  P�$��@ค@%OหN��%>N�0R�$อ@��ํ@ห��N�APอ�R�Q� N  QหO�Aอ��>�?�>N >P#N�>#
�O/$�OR�O 
6.  ทN�พ@>�@ล 

�%�?�?P2�@�?��@%N�>�#?Nห�B�ํ@N�็�ห%Aอ &�>�@%�์ >N01�?PR#N2@#@%���>�?�>�@#ห'?�N���์ 
�?P�ํ@ห��Q��%>�@0��?��?Qอ$CN�Nอ��?P�%>�@0��?��?QQ�O�?�ค?�  O'>�%>2�ค์�>�อ�Nอ��?��@%��>�?�> 
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�@#ห'?�N���์�?��'N@/  QหO2�@�?��@%N�>�$AP�คํ@�อ�Nอ��?��@#ห'?�N���์�Oอ  5.4  "@$Q�  7  /?�  �?�O�N/?��?P 
�%>�@0��?��?Q#?�'Q�O�?�ค?�  P�$QหO�Aอ/N@�@%��>�?�>Q�%>ห/N@�%>$>N/'@�@%�อ�Nอ��?�O'>�@% >�@%�@�Nอ��?�
�อ�  ���.  �?��'N@/R#NN�็��@%�N@�ื�ห'?�N���์�อ��%>�@0�?Q   
7. /?�N1>N/ต้� ?�ค? Q�้ 

�%>�@0�?QQหOQ�O�?�ค?�N#APอ O��ํ@ห��2@#2>�/?��?�O�N/?��?��@�/?��%>�@0Q�%@��>��@�BN��1@ 
N�็��O�R�  N/O�O�N�%�?�@#�Oอ  5.3.2  (3.3)  QหOQ�O�?�ค?�N#APอ O��ํ@ห��ห�2>�/?��?�O�N/?��?��@��%>�@0 
Q�%@��>��@�BN��1@N�็��O�R� 
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